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East — West Security for VCF Private Cloud

VMware vDefend

Network Storage

Compute Management

VCF PRIVATE CLOUD
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Protecting Perimeter Is NOT Enough
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Recommended Micro-Segmentation Journey

Secure Infrastructure Secure Virtual Zones Secure Apps

Distributed Eirewalll Distributed & Gateway Firewall Distributed Firewall
Appl App2 App3
Protect critical infrastructure services Create zones in software with
Eg., limit RDP, allow sshv2 only, no telnet Eg., DevTest, Prod, PCI Zone ... Eg., EPIC, SWIFT, VDI, VCF,...
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VMware vDefend at Every Hypervisor
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vDefend: Multi-layer Defense to Combat Ransomware Attacks

< Network Traffic Analysis (NTA) Network Detection and Response (NDR)

Gateway FW,

Prevent malicious file
downloads; Prevent

DS/IPS

Detect/prevent data

software vulnerabilities exfiltration

Microsegment apps, create zones,

restrict lateral movement, prevent exploits
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VMware vDefend Integrated Versus Point Solutions

vDefend Legacy Design
Single Integrated Stack Multiple Point Products

Partial visibility
NTA/NDR NDR vendor

Sandbox Partial protection

Distributed IDS/IPS . Firewall vendor Multiple consoles

Gateway Firewall Multiple support calls

o : Micro-segmentation vendor
Distributed Firewall

Security Intelligence

More complexity,
less security, higher cost
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VMware vDefend — A Fully Integrated Security Stack

Plug and Play Experience with VCF

vmware

by Broadcom

l [ Al Powered Threat Analytics J l

-------------------- Comprehensive Lateral Se

Security Intelligence

Advanced Threat Prevention

IDS/IPS | Sandbox| NTA | NDR

Distributed Firewall

Virtual Machines Containers
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Gateway Firewall

Bare Metal Servers

App Discovery
Security Analytics

Rule Recommendations

Ransomware Prevention
Malware Prevention
Vulnerabilities

Micro Segmentation
Macro Segmentation
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Thank You
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