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The Language of
Digital Access Control

© CyberArk Software Ltd.

privilege

—

machine

account

I

authentication

1

biometric

passwoxrd |k

i| passwordless

A Conceptual Primer
on Modern Identity
Architecture.

£ NotabooklM




Privileged Access

In an enterprise environment, privileged access is a term used to designate

special access or abilities above and beyond that of a standard user.
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Privileges, Identities and Risk Are Growing
Exponentially
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Identity Security Platform: Unified and Security First
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Reimagine Workforce Access: How We Do it Better
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Pragmatic Approach to Mitigating Risk

Zero Standing Privileges
» Access rights are no longer only granted just-in-time.
Zero » Least privilege access rights are created and deleted on-the-fly

i for each session.
Standing

Privileges This greatly reduces risk of compromised access and impact of the
[7om access

Lowest

Just-in-Time Access
Just-in-Time * Access can only be elevated just-in-time, but at regular intervals
* There are no restrictions on commands and permissions

Access

JIT Access reduces the risk of compromised access. But does not
reduce the impact of the access.

Potential Risk
Medium

Standing Access - Secured by PAM — Vaulted & Isolated

Sta nding Access - User accounts always exist in target systems. Access is 24x7.
* There are no restrictions on commands and permissions

Even with Identity Security controls and approval workflows in place
risk is mitigated but the risk is still present.

Highest
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Ephemeral Domain User
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Benefits: Risk Reduction

Adopt new use cases and scale risk reduction to new environments

@

Prevent credential theft with Zero Standing Privileges

System access with vaulted accounts:

Remove permissions and dynamically assign them
on demand through CyberArk.

If credentials are stolen, attackers have no
permissions.

Operational access with JIT workflows:
No standing credentials for attackers to steal.

© 2023 CyberArk Software Ltd. All rights reserved
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Prevent malware spread with improved adoption

Improved UX for access to Databases and K8s and
improved adoption of session isolation:

Users connect through CLI/IDE client of choice.

OOTB support for MySQL, MSSQL, MongoDB,
PostgreSQL, Oracle, etc.
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Secure Infrastructure
Access (SIA)
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ARK CLI

X Windows PowerShell b + v = o
PS C:\Dev> ark login

Identity Security Platform Username (austin.suddarth@cyberarklab.com)
’ Identity Security Platform Secret sadswkaddahhidnntn

Please iick one of the following MFA methods

Email sent to xxxx@cyberark.com. Click the link or manually enter the code to authenticate.

PS C:\Dev> ark exec sia sso short-lived-password

PS C:\Dev> |

Log in directly to the database: psql "host=mytenant.postgres.cyberark.cloud

Log in to the database from Ark: ark exec sia db psgl --target-username postgres --target-address mypostgres.fqdn.com

SSH: ark exec sia sso short-lived-ssh-key
2003 eynRIMR @K @XEC-Sia SSO short-lived-rdp-file -ta targetaddress -td targetdomain -tu targetuser @ CYBERARK'


https://docs.cyberark.com/ispss-access/latest/en/content/apis/dpa-ark-cli.htm
mailto:user=user@cyberark.cloud.12345@postgres@mypostgres.fqdn.com

PSM Database End User Experience

Account Search

Web Portal

Connection to the PVWA
Prompted for MFA

Perform an account search

RDP file generated

I:@:ﬂ

RDP Session File Dispatcher Database

Connection to PSM

IDE opened on PSM

Connection to the

© 2023 Cylg/?ktsgtwbag\?dill rights reserved @ CY B E R A R K .



SIA Database End User Experience

CYHERARK

Database Client SIA Connector Database

: Short lived
The end user opens his own IDE/CLI on his laptop password ,

MFA Caching Key

The end user enters the SIA connection syntax
Provide DB MFA caching key/Short lived password

The end user is connected to the database
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SIA Architecture
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Smart Privilege Controls

Privilege Adapts to Intent, Behavior, and Risk.
Apply Privilege Controls to All, Without Slowing Work.

Known user. Known user. Privilege task. Anomalous behavior.
Normal Behavior. Elevated access. Temp access. Full enforcement.
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Thank you
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