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OneSpan: The Digital Agreements Security Company

Hardware Tokens & Multi-Factor Authentication
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At A Glance...

of transactions and 100s of millions of digital agreements per year

years of experience leading cybersecurity, identity verification,
authentication, and e-signature markets

publicly traded since January 2000

OneSpan

The Digital Agreements Security Company

~700 employees supporting customers in 100+ countries

of the world's largest banks rely on OneSpan, along with leaders
across high-assurance industries:
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Historical Background

®) OneSpan
Digipass 770

Digipass GO 101
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Historical Background

DIGIPASS GO 7 token

The DIGIPASS GO 7 token is a synchronous hardware token that allows you to authenticate
to a protected network. The DIGIPASS GO 7 token is simple to use and administer, with no
PIN or application selection required by the user and no initialization required by the

administrator.

The DIGIPASS GO 7 token authenticates via a dialog between the user and the Defender
Security Server. It offers the ultimate in user-friendly high security. The unique one-time
password is displayed on a high contrast LCD display. The user reads the number in the
display and enters it into the Defender prompt. The system uses the password as
additional proof of identity. The password changes periodically, making it very difficult for
an intruder to guess.

The DIGIPASS GO 7 token is are key-fob size piece of hardware.

@NE IDENT'/\TY Defender 6.2 Token User Guide ag

Using hardware tokens
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Historical Background

®) OneSpan
Digipass 770

Digipass GO 101
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Features

FIDO 2 and U2F
certified

Secure element

Rechargeable
battery

Fingerprint scanning
USB-C

Bluetooth 5.0 (BLE)
NFC

Customizable lens

fco

CERTIFIED




DIGIPASS FIDO Hardware Product Line

FXT FX2 FXT7 FX?
Available Concept Q3 2024 Work in progress
production upon request
High-end pure FIDO device Ultra high-end device combining Mass-market device Unique functionality

FIDO2 & OATH (TOTP)
with display and camera



DIGIPASS Software Tokens

Simple mobile app for OTP
generation use cases

Customizable, white-label
mobile authentication &
transaction signing

Mobile Authenticator

A\9 MyBank

-—n\\\\%x -‘hs\\\%
\ \

\ \
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358529 | 358529 |

Mobile Authenticator Mobile Authenticator Studio

Complete set of SDKs for native
integration of mobile app
security & authentication

SC

AWARDS
25TH YEAR

**x WINNER * -
2022

Mobile Security Suite
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Applications

l l ' E-Banking
-

E-Signature

$l

Activation mode:

> Enter activation data for offline
" activation

- Scan activation data for offline
# activation

& Online Help

Mobile Authenticator Studio

Customization Options

Achvainn
Aot ealhon mode
Enter actieation data for
offfine activeton

Sean activaron data for
23 afMlirm netiveton

7 | ep
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Activation mode:

@ Enter activation data for offline
*" activation

& Scan activation data for offline
# activation

-

| B vec-sem

&R ws
o I

Te -

BNG Bank

Digipass App activeren

Scan de kleurcode om
de Digipass App te
activeren

Q Reactivation

Biometric protection

E=+] Change password

O ~ .
ﬂ Digipass information

7?\' Change language
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Mobile Security Suite SC

AWARDS
25TH YEAR

«x \WINNER * »
| 2022

Biometrics

Device Binding | &)z

Device Trust & Behavioral Biometrics

Secure Storage

Secure Channel MObile

Mobile App Shielding

Device Data Collection

&
Orchestration
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Risk-Based Authentication

Security Suite

CRONTO Authentication

Transaction Signing with WYSIWYS

Push Notification
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AppShielding ='-137Pg,;,,-r,;i'£y.

Solution Overview

2. DETECT

 Root and Jailbreak
» Code Injection

1. PROTECT  App Framework 3. REACT
 App Repackaging

o Revgrse | . App Debugging SBflwutkdown Epp
Engineering . Emulated OS OCK attacks

» Resource . Screen Shot * Report attacks

Encryption  Screen Mirror
» Screen Overlay
« Key Logging Apps
 Screen Readers
« USB Debugging
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AppShielding

Solution Overview

The untrusted
app execution
environment
(At Runtime)

App as
downloaded

from store
(At Rest)

RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRR
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AppShielding

“At Rest” Protection

O

alg

)
. :’?1‘:

E
L
o

T _!;.: .
3 o
R

case "num” :
case "str* :
OMPROMISED CODE COMPROMISED
case "var" :returnjs_var (e
case "binary” : return js_binar
case "assign” : return js_assig
case "let" :return js_le
case "lambda" : return j
case "if* :return js_if
e “prog"” :return
Ul (-

* Reverse engineering
* Repackaging
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AppShielding

“At Runtime” Protection

rojans

a Code 5

<
=
= Ul Overlay _l
<
=

= Screen Readers)
Untrusted
Keyboards
= 2o ( Ke y lo gge r S)
Emulators

SpywareT

—

Debuggers
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Multi-Factor Authentication

On-premise

OneSpan Authentication OneSpan Cloud
Server Authentication
OAS OCA



Multi-Factor Authentication

On-premise Deployment

DIGIPASS Authentication

for Windows Login

CITRIX' IS
RdWeb

BR Windows
Access

Cln
. Outlook
Web Access ADFS

C® RADIUS

& Check Point
Juniper
@a’tchGuard alvele.

@ CISCO.
CiTRIX

OAS
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Sessions

Multi-Factor Authentication

Cloud Deployment Transactions

Users

/users Query users

e e a

All actions performed via REST API (user registration, PUSH- |
notifications sending, OTP validation, etc.)

ey /users/register Register a new user account

Fusers/tunregister Delete a user account

oy /users/{userID@domain}/generate-fi

O pe ﬂA P | V3 o3 /users/{userID@domain}/generate-fi

D—C REST —

3rd-party
systems

o3 /users/{userID@domain}/deregister-

o3 /users/{userID@domain}/deregister-

oy /users/{userID@domain}/unregister

/users/{userID@domain} View a user

/users/{userID@domain} Create auser

OCA

Y s aY 7 " e \ g B g B g B

b/AN3 S /users/{userID@domain} Delete a user
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OneSpan Transaction Cloud Platform
Go Beyond Authentication

- :
4 "
o5 \
ot A
= &l
)

)

OneSpan Transaction Cloud

OneSpan Cloud Intelligent Adaptive
Authentication Authentication
OCA IAA

OneSpan
Sign
0SS
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OneSpan Sign

5

Digital

Contact
Center

Operations

Source: Aite Group

Contact
Center

Operations
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OneSpan Sign

Secure Digital Agreements
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DIGITAL SIGNATURE
Encrypts each person’s sighature using
digital signature technology

1-CLICK VERIFICATION
Permanently embeds the audit trail in the
document for easy verification and storage

TAMPER EVIDENT
Visibly invalidates the document & signatures if
changes are detected between signers

COMPREHENSIVE AUDIT TRAIL

A single, unified audit trail of the step-by-step
identity verification, authentication, and e-
signature events in the transaction
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OneSpan Sign

Virtual Room

J OneSpan

Review Document

Continue to the next document

Q 100% O}

LOAN #: LoanNumber

DEFINITION OF TRUTH-IN-LENDING TERMS
ANNUAL PERCENTAGE RATE

This Is not the Note rate for which the borrower appiied. The Annual Percentage Rate (APR) Is the cost of the loan in
percentage terms taking into account vanous 1oan charges of which interest is only one such charge. Other charges
which are used in caiculation of the Annual Percentage Rate are Private Mortgage Insurance or FHA Mortgage Insurance
Premium (when applicable) and Prepaid Finance Charges (loan discount, ongination fees, prepaid interest and other
credit costs). The APR is calculated by spreading these charges over the life of the loan which results in a rate higher
than the Interest rate shown on your Mortgage/Deed of Trus Note. If interest was the only Finance Charge, then the
Interest rate and the Annual Percentage Rate would be the same

PREPAID FINANCE CHARGES

Prepald Finance Charges are certain charges macde in connection with the loan and which must be paid upon the ciose
ofthe loan. These charges are defined by the Federal Reserve Board in Regulation Z and the charges must be paid by
the borrower. Non-Inclusive exampies of Such charges are: Loan ongination fee, “Points™ or Discount, Private Mortgage
Insurance or FHA Mortgage Insurance, Tax Service Fee. Some loan charges are specifically exciuded from the Prepaid
Finance Charge such as appraisal fees and credit report fees

Prepaid Finance Charges are totaked and then subtracted from the Loan Amount (the face amount of the Deed of Trust
Mortgage Note). The net figure is the Amount Financed as explained below

FINANCE CHARGE

The amount of interest, prepaid finance charge and certain insurance premiums (if any) which the borrower will be
expected to pay over the life of the loan

AMOUNT FINANCED

The Amount Financed is the lcan amount applied for less the prepaid finance charges. Prepaid finance charges can be
found on the Good Faith Estimate/Settlement Statement (HUD-1 or 1A). For example if the borrower's note is for
$100.000 and the Prepaid Finance Charges total $5,000, the Amount Financed would be $95,000. The Amount Financed
is the figure on which the Annual Percentage Rate is based

TOTAL OF PAYMENT

This figure represents the total of all payments made toward principal, interest and mortgage insurance (if applicable)
over the Iife of the loan

PAYMENT SCHEDULE
The doliar figures in the Payment Schedule represent principal, interest, plus Private Mortgage Insurance (if applicabie)

over the life of the loan. These figures will not reflect taxes and INSUrance esSCrows or any temporary buydown payments
contributed by the selier
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1 Page(s)

MORE ACTIONS v

Participants (3)

Dilani Silva
(Me)

Dilani Silva
(Me)

Aaron Davis

Raquel Lima

Video conferencing &
recording

sh g h

Co-browsing &
guided workflows

ldentity verification &
authentication

E-signature
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OneSpan Sign
White-labeled Solution

LT L . 0N

- -
From{ C st o seraca®STURS
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Customer.service
@STUBank.com

Trarster Reguest

March 20, 2078 ot 10 1o

m STU BANK

SOE ERITR IGEN
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INTERFACE
Customers only see your brand in all
web & mobile interfaces

EMAILS
All notifications and emails sent using
your own secure servers

YOUR BRAND
Ensures a seamless customer
experience and builds trust
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Thank You!




