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_JKomnaHus Barracuda Networks ycnewHo
GYHKUMOHMPYET HA MUPOBOM PbIHKE MHPOPMALMOHHOWM
6e3onacHoctn ¢ 2003 roaa. Ha pbiHKe A3epbanarkaHa
npeacrasneHa ¢ 2007 roga B BUAE 3SKCK/HO3UBHOIO
KOHTpaKTa y Softprom

_Ibonee 300 000 opraHM3auuit BO BCEM MUPE 3alULLAI0T
cBon  IT-MHOPACTPYKTYypPbl C MNOMOLWbIO  pPeLlleHnM
Barracuda Networks

_IPeweHuna Barracuda Networks goctynHble, npocTbie B
YCTaHOBKe, yrpaBaeHnun, IeErko macwtabupyrorca

Imbkaa wHcTanauma B Buae on-premise, virtual
appliance, SaaS, AWS, Google, Azure

_IBbICOKOKBaNMPMUMPOBAHHAA TEXHUYECKAsA NoAAeprKKa

oTMedeHa Pa3/IMYHbIMUN Harpagamm



NONYNAAPHOCTb BARRACUDA B MUPE

Content Security Appliance ogvHVLUb Y BCbOMY CBITI

Source : IDC Worldwide Quarterly Security Appliance Tracker, September 2023
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THE MOST INNOVATIVE IT DISTRIBUTOR



OABAVTE OBCYOMM COBPEMEHHOE COCTOAHUE IT

BE3OINACHOCTU B OPITrAHNSALNAX?

HeT Heobxoammoun 3anHTepecoBaHHOCTU 1 NOHUMaHUAa TOI meHegpKkmeHTOM BaxkHocTU VB ans
KOMMaHunn

HexBaTka KBannuunpoBaHHOIo NepcoHana u nx NoCTosHHasa neperpyska

HepaBHble cusibl NPOTMB aTakyroLLKMX Mo CBOEW nNpupoae

Hunakaa apdektnBHOCTb cnuctem npotmus APT-aTak, O-day aTak (4MCno Takmx atak NOCTOSAHHO PacTeT)
«PasmbiBaHne» UT-nepmumeTpa opraHusaumnm

[Mpucytctene BYOD (Bring Your Own Disaster)

3a4acTyto HM3Kasa adeKTMBHOCTb SIEM-CUCTEM U KITACCUYECKNX NPEBEHTUBHLIX MEpP
[MeperpyxeHHoCTb VB-nepcoHana «J1oXHbIMU» annepTamMmm

HepoctaTok / oTCcyTCTBME KOHTPONS Haf “east-west” Tpapukom B cETU, YTO OYEHBL ONACHO

Bonblioe Bpemsi oOHapyXeHua aTtaku (4o 9 mecaues, a To 1 6osbLUE)
SOFTPROM
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[lopTdpenb Barracuda Networks

Network Security Application Security

Barracuda NG Firewall Barracuda Web Security
Barracuda Web Application Firewall
Email Security Email Archiving
Barracuda Phishline Barracuda Email Security Barracuda Message Archiver
Data Protection -
=
Barracuda Backup
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Email Security

Barracuda Barracuda Email
Phishline Security




B@ Barracuda Email Security Gateway - The FORRESTER WAVE

THE FORRESTER WAVE™ THE FORRESTER WAVE™
Enterprise Email Security Enterprise Email Security
Q2 2019 Q2 2021
Challen Contenders Perfoemers Leaders Strong
pors Challengers Contenders Performers Leaders
Stronger Stronger
:ﬁm'.ent current
g offering
A A
current current
offering offering
Weaker strategy »- Stronger strategy Weaker strategy B Stronger strategy
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PunbTpaumnsa Bxoaalen n UCXoaALLEN NOYTbI

3awmTa oT cnama m spegoHocHoro MO

LLndppoBaHMe ncxoaaLlen NoYTbl

3aWmTa OT YTEYKM KOHPUAEHUNANbHON MHPOPMAL NN
3awuTa ot DoS/DDoS aTtak

3awmTa ot “Zero day” aTak

MoaaepKa BCEX CYLLLECTBYHOLWMX MOYTOBbIX CEPBEPOB
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Email Encryption

Data Loss Prevention
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inbounda utbouna

Internet Filtering Filtering Mail Servers

Barracuda (On- premise

Email Security Gateway Cloud hosted




Barracuda Email Security Gateway Web-interface

e [IpocTan
HACTPOMKaA

® NHTYUTUBHbIN
nHTepdpenc

e J10 95 npoueHTOB
3a6/10KMPOBAHHOTIO
cnama noc/ie cTapTa
NMUJOTHOIO NPOEKTA

e 12 ypOBHEN

V4 Barracuda | Spam Firewall

BLOCK/ACCEPT

Dashboard Message Log Spam Checking

DOMAINS

Virus Checking

ADVANCED

Quarantine IP Configuration Administration

Outbound

guest Sign out E=HNIE

Outbound Quarantine Reports

Email Statistics [inbound] m Email Statistics [outbound] m Performance Statistics m

TOTAL DAY HOUR

Blocked 14,496,615 0 0
Blocked: Virus 301,596 0 0
Rate Controlled 1,753,215 0 0
Quarantined 33 0 0
Allowed: Tagged 121

Allowed 2,622,271 0

Total Received 19,294,863 0 0

TOTAL DAY HOUR

Blocked: Policy 0 0 0
Blocked: Spam 397,704 39 2
Blocked: Virus 0 0 0
Rate Controlled 530,675 0 0
Quarantined 222,994 0 0
Encrypted

Redirected

Sent 1,983,954 0 0
Total 3,146,686 39 2

In/Out Queue Size:
2 seconds
minutes ago

Average Latency:
Last Message: 15
Unique Recipients: 0

I

System Load: 6%
Temperature 1: 52:1°C
CPU 1 Fan Speed: ([ 3835 RPM
System Fan 2 Speed: 1 8653 RPM
CPU 1 Temperature: [ 40.8°C
Mail/Log Storage: 74%
Firmware Storage: 65%

RAID Unit 0:
Cloud Control:

Fully Operational
Connected

Exchange Antivirus Statistics

Subscription Status m

Current (Expires: 2021-12-23)
Current (Expires: 2021-12-23)
Current (Expires: 2021-12-23)
Current (Expires: 2021-12-23)

Energize Updates:

Instant Replacement:
Premium Support:

Extended Malware Protection:

3aLlLUTbI

Message Queue:

Connected Servers:
Messages Processed:

(L

o

0 Messages



Sieaanoa Barracuda Phishline - TpeHUHr nnatdopma
T AN19 0byyeHMs NPoTUBAEVCTBUH QULLIMHTY

Spam/malware
/g - -
Legitimate
WET

Barracuda

Internet , Mail Server Corporate Cmployces
Fssentials

Lero Day Inbox 1

| S

Iersonal
Email
Barracuda
Sentinel

Spear
Phishing
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Email Arhiving

Barracuda Message
Archiver




v lMoppeprkka BCEX CYLLECTBYIOLWMX MNOYTOBbLIX
cepsepoB Microsoft — Exchange, Lotus Domino,
Novell GroupWise, Google Apps, Office 365, Unix
MTAs; IM cepBepoB — Skype for Business, Lync

v OntTummsauma paboTbl NOYTOBOro cepsepa

v WndpoBaHne BCcero apxmsa 3NEKTPOHHOMN MOYThI

o]2 =1

Microsoft Outlook Web and Mobile Apps

Add-In Barracuda Message Archiver

O O 8 B

Cloud Emai Office 365 Mail Server IM Server
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Application Security
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Barracuda Web Application Firewall
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Barracuda Load Balancer ADC
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U BARRACUDA WEB APPLICATION FIREWALL

* 0SS

v Bnokupyet SQL nHbeKkumMn n nHbekumm OC KomMaHAaMN, MEXKCEeTEBOW CKPUNTUHT, NOAAENKY CecCUit
n Cookie, Brute Force atakn, DDoS, nepenonHeHue bydepa

v Ucnonb3yeT pa3BeaKy Ha
ocHose penyTauuu IP ana Comprehensive Application Security
OWASP Top-10 Attacks '
AvKBMAaLmn DDOS aTak OWASP Top-10 Attacks Data Loss Prevention

Application DDOS Credit Card Numbers
[oBbiWwaeT NPOAYKTUBHOCTb U Social Security Numbers
AOCTYMHOCTb Be6-Nporpamm /ﬁ\ Proactive Defense Custom Patterns ﬁ
CooTBeTcTBME NPEeanpUATHA Application Cloaking g'
nonoxkernmam PCI DSS Ta HIPAA Geo-IP Control
CnHxpoHusmnpyetca ¢ Barracuda
Vulnerability Manager
ABTOMaTUYECKOE UCNPaBAEHME
YA3BMMOCTEMN Inbound Outbound

Internet Inspection Inspection
ik 2L
PacnpepgeneHue Harpysku Barracuda

MPUNOMKEHWIA, MapLIpyTU3aLmA Web Application Firewall Vx
COAEPKUMOTO,

OTKa30yCTOMYMUBOCTb

Server

RN N Y N

v/ 3awmra oT aTak, aHOHUMHbIX NMPOKCK, KPasKn UCXOAHbIX AaHHbIX, DDOS aTak

(L




ABTOMaTMYecKaa banaHcMpoBKa TpadumKa
MoaseprKKa BCex CeTeBbIX MPOTOKONOB

BcTpoeHHan 3aLmTa OT ceTeBblX BTOp»KeHun (IPS),
DDOS, SQL nHbekuuni

Global Server Load Balancing — pacnpeaenenune

HArpy3Kkn mexay Aata LeHTpamum
GEO-IP KOHTpONb NpUNOXKEHNI

g Internet g
é T TT] ‘T T T i Server
A (VA S IV

g - Barracuda Barracuda % en g

Load Balancer ADC Load Balancer ADC

Server

(L




Network Security

Barracuda NG Barracuda Web
Firewall Security




ffé Barracuda NGFW

QiR

v AV+IPS/IDS+Spam&Web Filter

v VPN nog ntobble TpeboBaHua

v/ MacwrabuposaHue,
OTKa30yCTOMYMBOCTb

v LeHTpanusmnposaHHoe ynpasaeHue

v’ Application Control (800 ptotocols)

v/ Ontummsauma WAN, SD-WAN

v YnpasneHue pgoctynom K cetn (NAC)

v AyaeHtTudukauma nosb3osaTenen

v/ 3awuTa ot zero-day, Dos/DDos aTaK

~

Barracuda
Energize Updates

=

Barracuda
Advanced Threat Protection

e

Web Filtering
(cloud or on-box)

Malware Protection O
; N\

o
| =L I

Barracuda Firewall




v B/IOKMPOBKA aHOHMMHbIX MPOKCKH

v bnokunposka noptos u IP agpecos

v bnokunposKa wnmnoHckoro 0

v ®unbTpayma No Kateropmam

v WNHTterpauma ¢ MS AD, LDAP/NTLM

v JIOKa/ibHble 1 rpynnosble NOANTUKHA
no/sib3oBaTtens

v [1Ba aHTUBUPYCHbIE 403

Do

Off-network Users ) ?

—— f

Q Barracuda Internet
Web Security Gateway

Local Users




Barracuda
Backup




v/ ABTOMaTU4YecKoe pe3epBHOe KONMpoBaHUe

v/ HactpanBaemblli MexaHM3M KONMMPOBaHUA

v Nopaeprkka Bcex GannoBbIX CUCTEM

v/ BO3MOKHOCTb pe3epBHOro KonNMpoBaHMA
Ha BHELIHWUN pecypc

v WndpoBaHue AaHHbIX

Barracuda Cloud Offsite Vaulting
| Py Eonmans | awe
’ Export Tool
Virtual Environ t K 4 Back ; a s
| arracuda Backup ! W
e L 3 - '
.. Hyper-v ' E — ' Physical Appliance
) ' ) Physica Virtual | -
vmware 7 | [w] o
- - Disk Tape

Virtual Appliance

v
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http://www.helpnetsecurity.com/2021/03/31/board-directors-cybersecurity-role/
http://www.helpnetsecurity.com/2021/03/31/board-directors-cybersecurity-role/

AHapei BoiiHanosuu

OnbIT paboTbl B chepe UB 6onblie 8 neT. OrpoMHbIN onbIT
pa3BuTMA peweHnin b B CHI.
voinalovich@softprom.com

MeXxayHapoaHaa KoMaHAHasa paboTa

Cepreit bapTko Baagumup CemeHuyK

10+ neT TeXHUYECKOro KoHcanTuHra no Ub.
Bonee 200 npoeKTOB C ycnewHbIMun
pedepeHcamu.
semenchuk@softprom.com

15+ net TexHnyeckoro KoHcanTuHra no UB.
CneumanusmpyeTca Ha NOJIHOM CMeKTpe
TEXHWYECKOrO KOHCANTUHTA, BKAtOYasA obyyeHue 1
BHeZpeHWe npoekToB no UB “noa kntou”. Bonee
200 npoeKToB C ycnewHbiMn pedepeHcamm.
bartko@softprom.com

Anekceit OnaHeuKui
7+ ONbIT BHEAPEHUSA, TECTUPOBAHMA,
TexHn4ecKoro O6C}1y)+(MBaHMF|

peweHuit no UB.
olianetsky@softprom.com
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OB30P KEVCA: BARRACUDA MESSAGE ARCHIVER

Ukraine TELECOM Operator




guest Sign out JGLIEN -

L& Barrzauda | Message Archiver

MAIL SOURCES ADVANCED Search help topics
Dashboard Search Virus Checking IP Configuration Administration Reports Online Help Search
Archive Search m
Standard | PSTs & Tags Saved Searches Tasks
Search sourcas: archiver (This archiver), Cloud Storage Change
+|-  Email + || Entire Message + | contains » | test Search Basic
— Entire Message .
N Entire Message (phrase)
Keyword Expression
I 10 Subject/Body Displaying 1 - 200 unique results of at most 738
From/To/Cc
Date ~ From TolCc Subject Lo
2018-08-23 14:20:18 | 10/Cc Validation@zackse xyz test@bmalabs.int Test email for connector validation + Subject: Testmessage Hel
Bee o e : @ ) L Date: 2015-03-24 08:53:13
2018-08-23 13:45:37 Domain Malidation@zackse xyz test@bmalabs.int Test email for connector validation Download
& 2017-03-1502:25:10 Subiect feld <roman sommerfeld@infinigate. de> Roman Semmerfeld <roman sommerfeld@infinigate de> AW test From: BMA SMTP Tesl
ubje TolCe:  jkettlewell@barracuda.com
2017-03-15 02:24:13 | Has File Attachment ffeld <roman.sommerfeld@infinigate. de> Roman Sommerield <roman sommerfeld@infinigate. de> test m
# 20150807 002335 |Has Linked Aftachment ERL o, . . ol shim@excar.my tost ————
. Has Attachment — . . — _ - This is a test message from your Barracuda
& 2015-08-04 15:48:16 | Attachment Name  Tech MY)" <limck@miechpro.com> KK Soong” <kk soong@excer.my>, chris lee@excermy, “lec RE: POC Ciscussion MESS&QE Archiver
& 2015-06-18 06:00:59 Contains Images in@cudalabz.int a0 1@cudalabz.int |ArchiveOne Enterprise Deployment Analyzer..
Image Type
2015-03-24 07:53.13 | Inbound " <smiptest@barracuda.com> jkettlewell@barracuda com Test message
2015-03-18 16:17:07 | Outbound ehbae@jiran.com MY HO|A A28 23 HE6
Internal
& 20150212 131700 Date - o <DemoB@enron_com> krajoo@instechnologies.net FW: More Scripts
2014-05-13 00:40:50 1.4K <ls@acme.com> <notes.admin@baglu.com:> test 123
2014-05-13 00:38:44 14K <ls@acme com:> <notes_admin@baglu.com: test 189093
2014-05-12 23:40:06 1.4K <ls@acme.com> <notes.admin@baglu.com> tast 1210
2014-05-12 23:1%:16 14K <ls@acme.com> <notes. admin@baglu.com> test wwww
2014-05-08 05:01:44 517 <notes admin@baglu.com> <sudhir bhoi@baglu com> test 123123123123123
2014-05-08 04:46:24 579 "CN=ViratKohliiO=Acme™ <IMCEAEX-CN=Viratohli_O=Acm <CN=SameerQureshi/O=Acme@Acme> test rukes 5
2014-05-08 04:44:46 509 <ls@acme.com> <testi@abc.com> test rules
WA ANENR NA-AA-IR EAR rantas adminihanalo cams cuviratfarma crams cCM=RamasrnrashilN=zArma@Ranlin taet mail faar innrnal




TpeboBaHMe K cucTeMme:

HasBaHue napameTpa 3HayeHue napameTpa
MuHUMabHOE Bpems XpaHEHUA, AHEN 365

KonnyectBo noytoBbIX coobWeHnn B mecsL, 4 000 000

Ob6bem noyToBbIX cOOOLWEHUN B AeHb, b 12

Konnyectso coobLeHmni B yac 10 000




OTaenbHble 3a4a4U, KOTOPble HE06X0AMMO bbII0 peLLnTb:

e OTaenbHOEe NPOorpammHo-annapaTHoe YyCTPOUCTBO
e [lpOAYKTUBHOCTb
* [lony4yeHue no4vtoBoro TpaduKa no npotokony SMTP c Exchange

e ABTOMAaTMYECKaA apxuBauuA BceX cCOObLEeHUN 3N1eKTPOHHOMU NOoYTbI U
XpaHeHUue Ha NPOTAXKEHUUN 3a4aHHOro OTPe3Ka BpeMeHu ¢
BO3MOXXHOCTbIO MOUCKA B apX1BEe, B TOM YMUC/Ee U BNOXKEHUN

e BO3MOXHOCTb 3KCNOPTA pe3y/1IbTaTOB NOUCKA 3a npeaesibl CUCTEMDI
e (OnoselleHne cucTemsl

e PasrpaHuyeHmA npas AOCTYMNa K apxmBy

e BepeHue }XypHanos AeNCTBUM NONb30OBaTENEN M AAMUHUCTPATOPOB

v 4



KntoueBble 3Tanbl NWI0Ta / BHeAPEHUS

*YCTAaHOBKa, NOAK/IOYEHNE U TectmposaHmne CUCTeMbl Ha
NpPoTAKEHUUN MEeCALUQA, 3aKYINKa U BHeAdpeHUNUE pelleHUA

e TecTnpoBaHune npoBoannocb Ha Barracuda Message
Archiver 450 no yKa3aHHbiMm TpeboBaHUAM U 3a4a4aM.



Kak peluannck 3T 3aja4mn A0 BHEeAPEHUS peLLIeHUs?

e Jlo BHeApPeHUs pelleHUn oTAe/IbHbIX TAaKUX peLlleHnin
He 6blno

e B ocHOBHOM XpaHunu otaenbHble pannbl PST,
OorpaHUYeHHble No 0bbemy



[Touemy 3aka3uuk Bbibpan Message Archiver?

e OTgenbHoe nﬁorpaMMHo-annapaTHoe YCTPOMCTBO, KOTOPOE He BAMAET Ha paboTy
cepBepoB Exchange KomnaHuKU. YcTaHOBKa 32 HECKO/IbKO MUHYT 6e3 HeoH6XoAMMOCTH
0bbeAMHATbL  pasHble  annapaTHble  YCTPOWCTBA, KOTOpble He  TpebyioT
NOMNOJIHUTENIbHbIX INLLEEH3UN.

e OcyuwecTBaAeTcad MrHOBEHHbI NOUCK NO BCEMY apXxuBy, NnoaaeprKKa 60nblIMHCTBA
dopmaToB B/IO}KEHUIA, KOTOpble UCMNOAb3YIOTCA BO Bpema paboTbl. MHCTPYMEHT
NOUCKA NO apXuBy peanu3oBaH B Beb-uHTepdeice nonb3oBatensa. Monb3oBatenu
NIerKo MOryT OCYLLECTBAATb NOMUCK B apXUBaX 3/1IEKTPOHHOMN NOYUTbI.

e BO3MOMHOCTb YCTaHOBKM aBTOMAaTMYECKOM MOJUTUKU apPXUBUPOBAHUA MNOYTOBbLIX
coobleHn, KoTopas onpeaensieT CPOK XpaHEeHUA NOYTOBbIX COODOLLEHUIA.

e VHTennekTyanbHblM AUcCneTdyep XpaHeHMA [AaHHbIX BbIBOAUT MOJHbIA  CMUCOK
notpebaeHHOM U AOCTYNHOM NAMSATH.

e YnobHbin Beb-nHTEPDENC, KOTOPbLIN ABNAETCA MHTYUTUBHBIM U  3PPEKTUBHbLIM
NHCTPYMEHTOM .



Case study (PrHaHCOBbIV cekTop)

NMpodunb KANeHTa
OauH u3 nnaepos HGaHKOBCKOW cucTeMbl YKPauHbI, KOTopbin 6onbwe 20 net npeaoctaBafaeT NpocTble U
yYA0OHbIe NPOAYKTbl U CEPBUCHI COBPEMEHHbIX TEXHOOTMUA.
Bbi30BblI
ObecneyeHne HafaexKHOM nepeaaynm AaHHbIX, KOTOpPble OTBeYaloT Bcem TpeboBaHMAM, CBA3aHHbIe CO
ctporumu npasunamu PCl DSS.

3awmTa MHTEPHET BaHKUHIa M NOYTOBbIX OH/1aH CEPBUCOB.

Kniouesble 3aTanu nuaoTta n nodyemy 6bin BbibpaH BeHA0p Barracuda
MoHATHAA apXUTEKTypa M NOrMKa peweHna B OT/IMYMM OT KOHKYpeHTa, B TO BpPemMs NapanniesbHo
TecTupoBasnca Fortinet.
OueHb CUIbHaA IOKa/ibHaA TEXHUYECKas NoaaepKKa B perMoHe, YTo No3B0AMNA0 BbICTPO pelwaTth 3a4a4mM Ha
cTapTe.

BbibpaHoe pelleHue
Barracuda Web Application Firewall

Mpeumyuwiectsa / dTanbl BHegpeHUA
PeweHne 6bINO pPaA3BEPHYTO Ha MNPOTAMKEHUN HECKONIbKUX Heaenb U yXKe a nepBom 3Tane 6bis1o
Peasin30BaHO 3alUMTy BEO-NPUNOKEHNN.
[Mpo3payvyHada u NOHATHAA ANA aAMUHUCTPATOPA HAaCTPOMKaA peweHna nomorna 6bICTPO OCBOUTL NPOAYKT U
obecneunTb MaKCMMaNbHYO HaAEeXHYI0 3aWUTy BEO-NPUTOKEHUN.
YnobHaa nepapxmsa NoNTUK 6€30nacHOCTU A0YEPHUX U T/100aNbHbIX NPaBUII.
Peannsayma HECKONbKUX NPUNOKEHNN B €ANHOM LLEHTPA/IM30BaHHOM CepBuce.

3aWmTa UHTEPHeT-baHKNHra
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