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Our job is protecting your network
Talos is the threat intelligence group at Cisco. We are here to fight the good fight —

we work to keep our customers, and users at large, safe from malicious actors.

Engineering
& Development

Strategic Planning 
& Communications

Vulnerability Research 
& Discovery 

Detection Research

Threat Intelligence 
& Interdiction

Incident Response



The Talos Difference

Actionable 
Intelligence

Collective 
Response

Unmatched 
Visibility



Changing Nature of Threat Actors

Criminal Actors APT / State Sponsored Actors

Criminal threat 
actors working with 

some state 
instruction.

Amateurs inspired by 
state information 

loosely instructed by 
the state.

Criminal threat 
actors working 

partially under state 
direction.

Specialist services 
provided by the private 
sector, but financed and 

directed by the state.

Military units & intelligence agencies 
financed and directed by the state.

Fellow Travelers
State Tolerated 

Criminals

State Backed 
Criminals

Mercenaries

Groups and individuals motivated 
by profit or personal agenda.



Advanced persistent threats 
Engage in a variety of activities, including espionage, intellectual property theft, and deploying 

destructive malware. 

• Most active in 2022
• Track several actors: 

Turla, Fancy Bear, 
Gamaredon

• Focused mainly on 
Ukraine, NATO countries 

ChinaRussia North KoreaIran

• Targets a wide range of 
industries for economic 
espionage and 
intellectual property 
theft 

• Track Mustang Panda and 
Deep Panda 

• Known to exploit current 
events 

• Primary goal of 
intellectual property 
theft and espionage 

• Track Muddy Water 
• Have observed a plethora 

of backdoors and post-
exploitation tools used 

• Data theft, financial 
crimes, and disruptive 
attacks that back national 
security objectives

• Track Lazarus Group 
• Adept at exploiting 

vulnerabilities and 
custom remote access 
trojans 



2022 Year in 
Review 

If it works, its being used

Innovation and division in the ransomware 
community 

Increasing use of dual-use tools and living-
off-the-land  binaries 

Advanced Persistent Threat (APT) activity
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Talos Incident Response Retainer Services

Intel on 
Demand

Emergency
Incident Response

Core

IR Readiness  
Assessments

Threat
Hunting

Cyber Range
Training

IR Plans/ 

Playbook 
Tabletop
Exercises

Red 
Team

Purple 
Team

Compromise
Assessments

Hunting Adversaries

Preparing Training

Simulating Adversaries

http://cs.co/CTIRDescription

http://cs.co/CTIRDescription


Talos Blog
https://blog.talosintelligence.com/



Talos Blog



Stay Connected and Up To Date
Spreading security news, updates, and other information to the public.

Talos publicly shares security information 
through numerous channels to help make the 
internet safer for everyone.

ThreatSource Newsletter
cs.co/TalosUpdate

Social Media Posts
Twitter: @talossecurity

White papers, articles & other information 
talosintelligence.com

Talos Blog
blog.talosintelligence.com

Instructional Videos
cs.co/talostube

Beers with Talos & Talos Takes
talosintelligence.com/podcasts




